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			QUESTION 211   
Your network contains a server named Server1 that runs Windows Server 2008 R2. Server1 has the DHCP server role and the Remote Desktop Session Host (RD Session Host) role service installed. Server1 hosts one RemoteApp program named App1. You have 200 client computers that run Windows 7. The client computers obtain their IP configurations from the DHCP server. You enable Remote Desktop IP Virtualization on Server1. You discover that some Remote Desktop connections to App1 are assigned the same IP address. You need to ensure that all Remote Desktop connections receive a unique IP address. What should you do? 

A.    Reconcile the DHCP scope.   
B.    Change the properties of the DHCP scope.    
C.    Change the Remote Desktop licensing settings.    
D.    Change the mode for Remote Desktop IP Virtualization. 

Answer: B 



QUESTION 212   
Your network contains a server that runs Windows Server 2008 R2. The server has the Web Server (IIS) role installed. The server has a Web application that uses HTTP. All authentication methods are enabled for the Web application. You need to prevent passwords from being sent over the network in clear text. Which two authentication methods should you disable? (Each correct answer presents part of the solution. Choose two.) 

A.    Anonymous   
B.    Basic    
C.    Digest    
D.    Forms    
E.    Windows Integrated 

Answer: BD   
Explanation:    
Configure Basic Authentication (IIS 7)    
Basic authentication requires that users provide a valid user name and password to access content. This authentication method does not require a specific browser, and all major browsers support it. Basic authentication also works across firewalls and proxy servers. For these reasons, it is a good choice when you want to restrict access to some, but not all, content on a server. However, the disadvantage of Basic authentication is that it transmits unencrypted base64-encoded passwords across the network. You should use Basic authentication only when you know that the connection between the client and the server is secure. The connection should be established either over a dedicated line or by using Secure Sockets Layer (SSL) encryption and Transport Layer Security (TLS). For example, to use Basic authentication with Web Distributed Authoring and Versioning (WebDAV), you should configure SSL encryption.    
http://technet.microsoft.com/en-us/library/cc772009(WS.10).aspx Configuring Forms Authentication (IIS 7) Forms authentication uses client-side redirection to forward unauthenticated users to an HTML form where they can enter their credentials, which are usually a user name and password. After the credentials are validated, users are redirected to the page they originally requested. Because Forms authentication sends the user name and password to the Web server as plain text , you should use Secure Sockets Layer (SSL) encryption for the logon page and for all other pages in your application except the home page. http://technet.microsoft.com/en-us/library/cc771077(WS.10).aspx Check this link on MSDN for a nice comparisation of all authentication methods:    
http://msdn.microsoft.com/en-us/library/aa292114.aspx

QUESTION 213   
Your network contains a Web server that runs a Server Core installation of Windows Server 2008 R2. You need to install the ASP.NET feature on the server. What should you run? 

A.    appcmd.exe   
B.    dism.exe    
C.    sconfig.cmd    
D.    slmgr.vbs 

Answer: B   
Explanation:    
Enable ASP.NET on Windows Server 2008 R2 Windows Server 2008 R2 Server Core includes subsets of the 2.0/3.0/3.5 .NET Framework. The Framework makes it possible to run an almost full-featured version of ASP.NET. However, there are 3 limitations that you should take into consideration when working with ASP.NET on Server Core:    
No MMC Snap-in. To configure, host, and manage Server Core hosted ASP.NET websites, you must do so via a remote connection from an IIS Management Console (i.e. MMC snap- in) running on a client computer. You can also manage practically every aspect of IIS sites and applications via a local administrative command console using the command line utility APPCMD. No System.Web.Mail Namespace. The namespace System.Web.Mail is not supported because CDOSYS is not present on Server Core. The System.Web.Mail namespace was deprecated some time ago, so chances are that your code is no longer using them anyway. Use System.Net.Mail instead as it offers the same functionality. The Web Application Tool (WAT) is not available on Windows Server 2008 R2 Core. Before installing the Web Server Role, IIS and dependencies, we must make sure that the .NET Framework is installed. To install the 2.0 and 3.0 .NET Framework, use the Deployment Image Servicing and Management (DISM) utility using the following parameters:    
dism /online /enable-feature /featurename:NetFx2-ServerCore dism /online /enable-feature /featurename:NetFx3-ServerCore The optional server role that must be configured to enable ASP.NET on IIS 7 is called IIS- ASPNET. This role has various pre-requisites that must first be installed. The first one is the Web Server Role, which can be enabled via following command:    
dism /online /enable-feature /featurename:IIS-WebServerRole Once you have enabled the IIS- WebServerRole, three additional roles must be installed prior to the installation of the IIS-ASPNET role:    
IIS-ISAPIFilter    
IIS-ISAPIExtensions    
IIS-NetFxExtensibility    
These roles are installed by issuing the following commands (in corresponding order):    
dism /online /enable-feature /featurename:IIS-ISAPIFilter dism /online /enable-feature /featurename:IIS-ISAPIExtensions dism /online /enable-feature /featurename:IIS-NetFxExtensibility    
Now, install the IIS-ASPNET optional feature using the following command:    
dism /online /enable-feature /featurename:IIS-ASPNET Source:    
http://code.msdn.microsoft.com/R2CoreASPNET

QUESTION 214   
You create a managed service account. You need to configure a Web application pool to use the managed service account. What should you do first? 

A.    Add the account to the IIS_IUSRS group.   
B.    Run the New-WebServiceProxy cmdlet.    
C.    Run the Install-ADServiceAccount cmdlet.    
D.    Modify the permissions of the computer account. 

Answer: C   
Explanation:    
Managed service accounts and virtual accounts are two new types of accounts introduced in Windows ServerR 2008 R2 and WindowsR 7 to enhance the service isolation and manageability of network applications such as Microsoft Exchange and Internet Information Services (IIS).    
To create a new managed service account    
1. On the domain controller, click Start, and then click Run.    
2. In the Open box, type dsa.msc, and then click OK to open the Active Directory Users and Computers snapin.    
3. Confirm that the Managed Service Account container exists.    
4. Click Start, click All Programs, click Windows PowerShell 2.0, and then click the Windows PowerShell icon.    
5. Run the following command:    
New-ADServiceAccount [-SAMAccountName <String>] [-Path <String>] . To install a managed service account on a local computer    
1. Click Start, click All Programs, click Windows PowerShell 2.0, and then click the Windows PowerShell icon.    
2. Run the following command:    
Install-ADServiceAccount [-Identity] <ADServiceAccount> [-Confirm] [-WhatIf] [- Credential <PSCredential>].    
To use the Internet Information Services (IIS) Manager snap-in to configure a service to use a managed service account    
1. Click Start, point to Administrative Tools, and then click Internet Information Services (IIS) Manager .    
2. Double-click <Computer name>, double-click Application Pools, right-click <Pool Name>, and click Advanced Settings.    
3. In the Identity box, click …, click Custom Account, and then click Set.    
4. Type the name of the managed service account in the format domainname\accountname. Important: Leave the password blank, and ensure that the account name has a dollar sign ($) at the end.    
Source: http://technet.microsoft.com/en-us/library/dd548356.aspx

QUESTION 215   
Your network contains a Web server that runs Windows Server 2008 R2. Users can connect to the Default Web Site. You create a new Web site and assign the site a host header. Users cannot connect to the new Web site by using the host header. You need to ensure that users can connect to the new Web site by using the host header. What should you do? 

A.    Create an Alias (CNAME) record in DNS for the host header.   
B.    Create a service location (SRV) record in DNS for the host header.    
C.    Modify the Windows Firewall configuration on the Web server.    
D.    Modify the Windows Firewall configuration on the users’ computers. 

Answer: A 

QUESTION 216   
Your network contains a Web server that runs Windows Server 2008 R2. Remote management is configured for Internet Information Services (IIS). From IIS Manager Permissions, you add a user to a Web site. You need to prevent the user from using Internet Information Services (IIS) Manager to modify the authorization rules of the Web site. Which settings should you configure? 

A.    Authorization Rules   
B.    Feature Delegation    
C.    IIS Manager Permissions    
D.    IIS Manager Users 

Answer: B 

QUESTION 217   
Your network contains an FTP server that runs Windows Server 2008 R2. You create an FTP site on the server and allow Read access for all users. You create an IIS Manager user account for a user named User1. You need to ensure that User1 can connect to the FTP site. What should you do? 

A.    Enable FTP user isolation   
B.    Enable Basic authentication    
C.    Add an FTP authorization rule    
D.    Add a custom provider for FTP authentication 

Answer: D   
Explanation:

     
IIS Manager Authentication    
IIS Manager authentication is a custom authentication method that requires users to provide a valid IIS Manager user name and password to gain access to content. IIS Manager authentication requires that the IIS Management Service is installed and configured to use both Windows credentials and IIS Manager credentials. (The IIS Management Service does not have to be running when you use IIS Manager authentication.)    
Source: http://technet.microsoft.com/en-us/library/dd722688.aspx

QUESTION 218   
You network contains an Active Directory domain named contoso.com. The domain contains an FTP server named Server1. You create a domain user account named User1. You create an FTP site on Server1 and configure the site to use a host name of public.contoso.com. You need to log on to the FTP site as User1. What should you specify as the username? 

A.    contoso.com\user1   
B.    public.contoso.com|user1    
C.    user1    
D.    user1@contoso.com 

Answer: B   
Explanation:    
Logging in to the First FTP Site Using Your Administrator Account    
1. On your FTP server, open a command prompt session.    
2. Type the following command to connect to your FTP server: FTP 127.0.0.1    
3. When prompted for a user name, enter the "www.example.com" virtual host name followed by the vertical line (|) character.    
For example: "www.example.com|administrator"    
4. When prompted for a password, enter your administrator password.    
5. You should now be logged in to the "www.example.com" FTP site as the local administrator. Logging in to the Second FTP Site Using Your Administrator Account    
1. On your FTP server, open a command prompt session.    
2. Type the following command to connect to your FTP server: FTP 127.0.0.1    
3. When prompted for a user name, enter the "www.contoso.com" virtual host name followed by the vertical line (|) character.    
For example: "www.contoso.com|administrator"    
4. When prompted for a password, enter your administrator password.    
5. You should now be logged in to the "www.contoso.com" FTP site as the local administrator.    
Source: http://learn.iis.net/page.aspx/320/using-ftp-virtual-host-names/ FTP 7.0 introduced support for virtual host names as documented in the article http://learn.iis.net/page. aspx/320/using-ftp-virtual-host-names/. Because of variety of compatibility challenges, the decision was made to use the pipe sign "|" as a separator between the virtual host name and the actual account name. To connect to an ftp site configured with virtual host name such as ftp.contoso.com, that was sharing port 21 with some other site, one would need to type ftp.contoso.com|ftpuser to log on successfully.    
Source: http://blogs.iis.net/jaroslad/archive/2009/04/16/addressing-the-separator-problem- for- virtual-ftp-sites-ftp-7-5.aspx    
Since you have a single IP, you can use FTP virtual hosts by adding a host name to each FTP binding, e.g. ftp.contoso.com, ftp.fabrikam.com, etc. When your FTP users log in, they just need to specify the FTP virtual host name as part of their login, e.g. ftp.contoso.com|user1, ftp.fabrikam.com|user2, etc. Jaroslav discussed the FTP useDomainNameAsHostName attribute in one of his blog posts, which allows you to use a backslash ("\") instead of a pipe ("|") character, so you can use login strings like ftp.contoso.com\user1, ftp.fabrikam.com\user2, etc.    
Source: http://forums.iis.net/t/1162437.aspx

QUESTION 219   
Your network contains an FTP server named Server1. Server1 has an FTP site named FTP1. You need to hide all of the files in FTP1 that have an .exe file extension. The solution must ensure that users can list other files in FTP1. What should you modify? 

A.    the FTP authorization rules   
B.    the FTP directory browsing    
C.    the FTP request filtering    
D.    the NTFS permissions 

Answer: C   
Explanation:    
Use the FTP Request Filtering feature page to define the request filtering settings for your FTP site. FTP request filtering is a security feature that allows Internet service providers (ISPs) and Application service providers to restrict protocol and content behavior. For example, using the File Name Extensions tab you can specify a list of file name extensions that are allowed or denied. Source: http://technet.microsoft.com/en-us/library/dd851560.aspx

QUESTION 220   
Your network contains two standalone servers named Server1 and Server2. Server1 has Microsoft SQL Server 2008 Reporting Services installed. Server2 has the SMTP Server feature installed. You configure the Reporting Services on Server1 to send reports by using Server2. You need to ensure that Server2 sends the reports. What should you do on Server2? 

A.    Configure a smart host   
B.    Configure TLS encryption    
C.    Modify the Relay restrictions settings    
D.    Modify the Connection control settings 

Answer: C   
Explanation:    
To change the SMTP Virtual Server Relay Restrictions, one needs to use the Internet Information Servers (IIS) 6.0 Manager. This is an IIS Role Service that needs to be installed (IIS 6 Management Console) 
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